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Abstract 

My research is based on an evaluation of Azure Active Directory for Small Medium Businesses 

and Small and Medium Enterprises. Generally, my research objective focuses on the 

management of Azure Active Directory, which leads onto the investigation of Identity 

Management services and to determine which Azure AD services exist under Identity 

Management capabilities. 

Considering the demand of Software as a Service in recent years, the evaluation of Identity 

Management is important in terms of security and access. The main area of research is Identity 

Management features and how these features are able to provide access control. By narrowing 

this down to examine important parts of Identity and Access Management. Such as, where 

Identity and Access Management are able to control and manage user identities and their 

permissions across an organisation. Identity Management must provide control and automation 

of access services by authentication, authorisation and audition. Not effectively managing an 

identity control will increase the security risks of damages from external and internal threats. 

The problem is to keep this under control and manage workforce of mobile platform with trends 

such as bring-your-own-device and keep track of employees that are migrating through 

different roles within organisation. And this will create a problem of the access level for 

employees. Poor identity management can lead to easier to gain access to the account of a user 

or privileged user. The solution should be able to identify user and their related access 

permissions to resources or corporate data. The management solution must prevent the user 

from dealing with multiple passwords for different systems.  An access control system should 

identify and match the information about the user which will classify to relevant position of 

employee and level of access. 

This research aims to observe the relevant and logical parts of solutions in managing identities 

and access solutions, mainly targeting on perspectives of Azure AD. Therefore, clearly define 

identities control for Microsoft Cloud Services in terms of AAD.  

In research, I will be able to compare different editions of Azure AD and requirements for 

implementation.  

This research is based on secondary research. Secondary research is based on literature review 

from academic sources. The research question is the access and protection of identities under 

Microsoft Azure Active Directory and how to implement by Identity Management. 
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Demonstrate the capabilities of Identity Management by authentication over cloud-based 

application. Summarise the key components and they roles in maintaining control under 

Identity management. 
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Glossary 

Domain Controller- servers that control AD services, which stores all information for the user 

account and computer account. 

Microsoft AD Schema- contains formal definitions of every object class that can be created 

in an Active Directory forest. The schema also contains formal definitions of every attribute 

that can exist in an Active Directory object (Microsoft, 2017). 

Authentication- The ability to positively identify a party presenting proof of their identity. 

Authentication is typically achieved by proving possession of a secret to the party performing 

the authentication (Microsoft, 2006). 

Domain- domain represents a single unit of security administration or trust ( Bajaj, et al., 2003). 

Credentials- Information about a party that is used to prove their identity (Microsoft, 2006). 

Authorisation- Authorization is normally thought of as the process of making decisions about 

whether or not a resource can be accessed, based on known information about the party 

attempting to access the resource. A resource may make decisions about an authenticated party 

that determine whether or not it will allow something to happen; or the information about the 

authenticated party may represent decisions already made about what the authenticated party 

can or cannot do that a resource must abide by (Microsoft, 2006). 

Security Domain- The logical or physical boundaries of an organization that define an area of 

trusted access and security administration (Microsoft, 2006). 

Active Directory Domain Services- the foundation for distributed networks built on 

Windows 2000 Server, Windows Server 2003 and Microsoft Windows Server 2008 operating 

systems that use domain controllers. Active Directory Domain Services provide secure, 

structured, hierarchical data storage for objects in a network such as users, computers, printers, 

and services (Microsoft, 2017). 

Identity- is how people, devices, applications, and services access a variety of resources both 

within and outside an organization (Microsoft, 2016). 

Federation Trust- The ability of one organisation to trust for some component of 

authentication (Microsoft, 2016).  
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REST- Representational State Transfer (REST) is a style of architecture based on a set of 

principles that describe how networked resources are defined and addressed. 

Azure CDN- The Azure Content Delivery Network (CDN) caches static web content at 

strategically placed locations to provide maximum throughput for delivering content to users. 

The CDN offers developers a global solution for delivering high-bandwidth content by caching 

the content at physical nodes across the world (Microsoft, 2017). 

Azure AD tenant- An instance of Azure AD created by your organization. It acts as a directory 

service for cloud applications by storing objects copied from the on-premises Active Directory 

and provides identity services (Microsoft, 2016). 

Azure AD Connect sync server- An on-premises computer that runs the Azure AD Connect 

sync service. This service synchronizes information held in the on-premises Active Directory 

to Azure AD. For example, if you provision or deprovision groups and users on-premises, these 

changes propagate to Azure AD (Microsoft, 2016). 

Authentication Broker- The authentication broker authenticates clients and maintains 

authoritative control over security tokens. It also vouches for the client by issuing it a security 

token (Microsoft, 2005). 

Security Token- A security token represents a collection of claims. 

Hash or message digest-  Is a type of fixed length digital fingerprint for a piece of data, which 

could itself be of any size.  
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1 Introduction 

1.1 Background and context 

Having an access to devices and applications on premises by using credentials of the corporate 

controlled system is not the same like trying to achieve similar experience by accessing to the 

applications over public internet. Possibly, a decade ago wasn’t even practical or worth it 

mainly because of network overwhelming complexity. Accessing to business information 

application not from controlled environment was not ethical from the security point of view. 

So what is get changed? Why we need to access now from the different locations and from the 

different devices? The answer is that the line of innovated technologies diverting to current 

form which accumulated by faster speed of internet and based on demanded cloud service 

solutions such as a Software as a Service, Platform as a Service and Infrastructure as a Service. 

But how to make sure that the access and the connection itself is secure, controlled, correctly 

authorised and authenticated. Probably not the best solution to setup Virtual Private Network 

tunnels for each user, especially when company has five thousands staff or partners. Generally, 

the classic solution for management within corporate infrastructure under Microsoft and MS 

Windows environment is Active Directory.  

Active Directory is all about relationships between the domains it consists of, and of the objects 

each domain contains. Users, groups, printers, servers, and workstations along with a host of 

other types of network resources and services, are represented in the Active Directory domains. 

Through a solid design, the Active Directory can facilitate administration of the entire network; 

from password management to installs, moves, adds and changes (Syngress, 2012). 

In order to accomplish same on the cloud, Microsoft came up with new identity foundation. 

Where users are able to do exactly the same thing like it is was in traditional Active Directory 

which is under corporate firewall except that is based on cloud. Accessing to applications with 

the same set of credentials that were used on corporate network. 

1.2 Research problems and objectives 

Is Microsoft Cloud Service Azure Active Directory simplifies management of assets? 

How authentication is applied over cloud for identities and tenants?  

Azure Active Directory provides authentication and authorization services, and can either stand 

alone or be integrated with an on-premises Active Directory through either synchronization or 

federation (Burns, 2014). 
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However there is a lot of topics related to Microsoft Azure Active Directory which may be 

touched but not fully identified as a crucial components which they really are. By the massive 

complexity, advanced theoretical knowledge and the scope some parts of AAD cannot be 

covered in this project but can be suggested as future readings or continuation of exploration 

of Microsoft Azure Active Directory. Here are some topics that there is need to be aware of 

and what need to consider when deploying Microsoft Azure Active Directory: AD FS server, 

backups, and bandwidth. And reality is that, this is very serious parts of Azure Active Directory 

infrastructure in fact this is the keys of identity within organisation and there is no default 

solution, mainly because there is a lot of security architecture and design which required to be 

customised and configured. What is important is that is being aware of a component that is 

needed to make an AAD to happen and having idea what is involved. 

The relative cost-performance characteristics of the system in additional to suitability, 

flexibility, scalability, footprint, and power consumption factors which impact the total cost of 

ownership (TCO) must be considered (Furht & Escalante, 2010).  

At the high level broadly identifying why is Azure Active Directory is a good practical solution, 

which enables it to manage a large volume of assets and being very beneficial like as a cost 

saving service or more efficient.  

1.3 Characteristics of Azure Active Directory 

The best way to determine characteristics of AD is to identify why AD is not a full replacement 

to Windows Server Active Directory. For instance, allocation of objects is not possible, such 

as a printer. In order to gain the full capabilities of Windows Server Active Directory, consider 

installing and configuring Windows Server Active Directory on Azure Virtual Machines or 

potentially Azure AD Domain Services.  

Azure AD is a robust, secure, multitenant directory service that provides identity and access 

management in the cloud. In fact, Azure AD is the directory store for many of Microsoft’s 

premium cloud services, such as Microsoft Office 365, Microsoft Dynamics CRM Online, 

Windows Intune, and, of course, Microsoft Azure (Collier & Shahan, 2016). 
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Figure 1 Identity and Access Management solutions 

Azure AD provides Identity and Access management over Azure infrastructure based on cloud. 

Azure AD controlling directory as a service with a high availability, scalability and security. 

Also an Identity Management solution that connected or installed on promises and cloud, 

providing capabilities to secure application access control, Federation Identity Management 

and other important assets.   

Traditional Identity and Access management solutions providing Single-Sign On to on-

premises applications and directory services such as Active Directory and others are used from 

the vast majority of organizations and huge investments were made to deploy and maintain 

them.  These solutions are perfect for the on-premises world (Microsoft, 2016).   

Azure AD can be the solution to managing identities not only on-premises but also over the 

Public Cloud. Azure AD will enable this service to ones connected on-premises and manage 

SSO by using same credential for applications which exist on-premises. 
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Figure 2 Abstract model 

Identity Management is dealing with wide area where identified individuals mapped across 

country, network and an enterprise and managing their access to low business impact data 

(LBI) or high business impact data (HBI). 

1.3.1 Definition of Azure Active Directory 

Azure Active Directory is Microsoft’s multi-tenant cloud based directory and Identity 

management service (Microsoft, 2017). 

Azure AD is a multitenant directory service. Each tenant is a dedicated instance of Azure AD 

that you own when you sign up for a Microsoft cloud service (Collier & Shahan, 2016). 

Azure AD providing with a cloud projection of directory environment which is available for 

different cloud-based workload and application. With comprehensive support of standard 

protocols and extensive development library’s collection, Azure AD is able to support most 

major application types, programming languages and operating systems.  

1.3.2 Requirements for Azure Active Directory 

There is two options for implementation of Azure Active Directory- either synchronised with 

an on-premises AD or cloud-based directory. 

Windows Server Active Directory on Windows Azure VM’s creates the ability to run on 

premise with AD infrastructure in the Windows Azure cloud as virtual machines. Mainly for 

applications which is currently in use or applications which is not based on cloud technology.  

Windows Azure Active Directory is latest REST-based service that provides support for cloud 

based applications. Windows Azure AD provides single identity for cloud based applications.  
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Follow by association of domain-joined virtual machine for administration need of Azure AD 

Domain Services or AADDS with credentials of administrator “AADDC Administrator”. In 

“ADDDC Administrator” group is allowed to be created custom administrators – 

Organisational Units (Microsoft, 2017). 

Organisational Units is actual people who are dealing locally with department’s AD 

permissions or dealing with physical offices as administrators, most likely as a leader in their 

own departments. e.g.: the marketing or sales department. So instead of AADDC Administrator 

dealing with installations of software in marketing department computers, AADDC 

Administrator can delegate the administrative tasks to a marketing administrator who has all 

permissions for computers and accounts in the marketing department. 

Those tasks are manageable under AD Administrative Centre- ADAC. 

In order to start integration with Azure Active Directory, the following steps need to be 

archived and a certain amount of requirements have to be met. The following components that 

Azure AD Connect installs on the server where Azure AD Connect is located. 

The following information is actual and available on www.microsoft.com and it is a minimum 

requirements that organisations have to follow to process Azure AD. 

Azure AD Connect Health- enables to monitor and gain insights into the overall health of the 

integration between your on-premises Windows Server Active Directory/Active Directory 

Federation Service and Azure AD. The key capabilities is monitoring with alerts, analysing 

sign-ins, creating reports on bad username/password (Collier & Shahan, 2016). 

Microsoft Online Services Sign-In Assistant for IT Professionals- provides end user sign-in 

capabilities to Microsoft Online Services, such as Office 365. The MOS SIA installs client 

components that allow common applications, such as Microsoft Outlook and Lync, to 

authenticate to Microsoft Online Services. The MOS SIA can also provide an improved sign-

in experience, such that end users can access Microsoft Online Services without having to re-

enter their credentials (such as a user name or password) (Microsoft, 2017). 

Microsoft SQL Server 2012 Command Line Utilities- a collection of stand-alone packages 

which provide additional value for Microsoft SQL Server 2012. 

Microsoft SQL Server Express- a feature of SQL Server Express targeted to developers. It is 

available on SQL Server 2016 Express with Advanced Services.  

http://www.microsoft.com/
https://msdn.microsoft.com/library/ms144275(SQL.130).aspx
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The reason for implementation of SQL at the very basic level is to associate Domain Controller 

with user accounts and computer accounts. The data will be populated into the Schema of 

database and will consist of a username, password, email address and other data relatively 

important from management point of view. Also synchronisation of existing groups and group 

accounts which is belong to current Domain Controller.  

Windows Azure provides the right level of integration with the right tools and services and also 

allows to increase security and disaster recovery. As a consumer of Windows Azure AD 

services, administrator able to decide what users should reside in the directory, who would be 

able to access information and applications. 

However, Azure AD cannot be considered as a full replacement of traditional Active Directory. 

Active Directory on-premises can be synchronised with Azure AD over Azure AD Connect. 

Azure AD serves as a key component for Identity Management in the Microsoft cloud. Azure 

AD include a wide range of capabilities, such as Multi-Factor Authentication, device 

registration, Role-Based Access Control (RBAC), application usage monitoring, security 

monitoring and alerting, self-service password management, and much more (Collier & 

Shahan, 2016).  

All of these services were developed under Microsoft Azure to simplify the management of 

assets and provide secure authentication and authorisation. Enabling users of cloud based 

applications to safely and comfortably access existing social accounts or other dedicated 

application accounts. 

1.3.3 Azure AD Connect 

Azure Active Directory Connect allows your users to sign in to both cloud and on-premises 

resources by using the same passwords (Collier & Shahan, 2016).  

The concept of Azure AD Connect services is to provide access to Identities in the Forest, from 

different access points that is located on-premises, cloud or any other geographical location. 

Its enables key foundations of Identity services for sign-in with the same credentials. Azure 

AD Connect brings together everything to make interconnection between cloud and on-

premises identities.   

Azure AD Connect will integrate your on-premises directories with Azure Active Directory. 

This allows you to provide a common identity for your users for Office 365, Azure, and SaaS 

applications integrated with Azure AD (Microsoft, 2017). 
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Figure 3 AD Connect 

Azure AD Connect provides access for both cloud and on premise resources, with advantages 

such as a single identity authentication to applications and other services. 

Azure AD Connect consist three options for connection: the synchronisation services, Active 

Directory Federation Services and SSO.  

Synchronization - This component is responsible for creating users, groups, and other objects. 

It is also responsible for making sure identity information for your on-premises users and 

groups is matching the cloud (Microsoft, 2017).  

Synchronisation is the first option with Identity and password (Hash) synchronisation. 

Active Directory Federation Services - Federation is an optional part of Azure AD Connect 

and can be used to configure a hybrid environment using an on-premises AD FS infrastructure 

(Microsoft, 2017).  

AD FS is the second option with Identity synchronisation and Federation services. 

Single Sign-On or SSO is an option where authentication passed to Windows Server Active 

Directory via Pass-through authentication with SSO (Microsoft, 2016). 
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The next steps in terms of the authentication, is to enable trust and deploy AD FS where the 

password (no longer stored in current directory) will be matched from WAAD Directory Store 

DB to AD FS by token. And then that will authenticate to the site. 

 In conclusion, the current process has one consistent set of password policies on-premises and 

synchronised user. Comparison of Identity integration will be described in Identities for Azure 

Active Directory. 
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2 Identity Management 

2.1.1 Identities for Azure Active Directory 

Identity tells the story of who uses the application and what actions the user can perform. 

Without identity, applications often lose the closeness, or personal relationship, so many users 

find appealing (Collier & Shahan, 2016). 

Figure 4 Identity Management 

Azure Active Directory Services is a part of the enterprise Active Directory and the new 

applications required to be integrated as a part of Identity Management. Also integration of 

users, devices and tenants which is in sum will be identities. There is three options for 

integration for Identities. 
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Figure 5 Identity Options Comparison  

First option is “No integration” where there are small numbers of use, not more than ten. This 

option doesn’t requires any servers on-premises and same domain name can be used. This 

option has an advantage of simple synchronisation by installing agent on a member server in 

the domain. 

Second option is “Directory only” where AD synchronisation is performed by AD Connect. 

Previously SSO was not available and two sets of passwords has to be used. 

Third option has the best of all options and truly enables WAADD best features- SSO with 

single password, two-factor authentication and which is discussed in Access Management. 

Currently, AD Connect consist the all previous solutions of AD Connect which is DirSync, 

Azure AD Sync and Forefront Identity Manager (FIM) with Azure AD Connector. 
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Figure 6 Azure AD Connect components 

Azure AD will synchronise or extend user’s credentials from on-premises to the cloud in secure 

and robust way. 

 

2.2 Azure Active Directory Identity and Access Management 

2.2.1 Identity and Access  

Microsoft Identity and Access Management helps to protect resources by enabling additional 

levels of validations, such as multi-factor authentication and access policies. The circumstances 

of access policies, under which users can have access to data, are described further in this part. 

A few years ago, there was an option to manage a couple of applications that employees wanted 

to have access to on-premises and company’s partners want to have access too. But as more 

applications would like to collaborate over the Internet there is no longer a solution to control 

and provide secure access to them. So in between users, devices on-premises and customers or 

partners is required more for management. As a part of Identity and Access Management the 

Conditional Management is able to dictate corporate policy to identify devices, users, location, 

authentication and possession of application in terms of security. Conditional Access 

Management is a part of Azure Portal, where users have authorised applications with their 

Conditional Access or level of access and security to these applications. Here where is more 

security-sensitive applications, like Salesforce, required multi-level authentication or MFA or 

warning message that prevented access to applications, if devices were outside the corporation. 

These access policies can be customised and changed under different conditions, whatever the 

policies apply.  
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As employees bring their own mobile devices and laptops on-premises and willing to access 

applications based on Software as a Service, it is hard to maintain control over public cloud 

platforms. Azure Active Directory has a solution to manage identities and access management. 

Azure Active Directory Services are able to increase productivity and reduce helpdesk costs 

with SSO. Employees are more productive when their have single password from every device. 

And it is also will safe time for IT Administrators where can be performed Self-Service 

Password restoring. Azure Active Directory is the solution for new challenges by extending 

on-premises identities to the cloud in a secure and efficient way.  

Identity and Access Management also extending services for integration of end user experience 

and making IT Administrator’s job easier, such as a personalised application access panel, 

integrated MS Office 365 application, managing accounts and groups, self-service password 

reset and application access requests. 

Identity is how people, devices, applications, and services access a variety of resources both 

within and outside an organization. Establishing an overall identity strategy involves far more 

than just provisioning objects and adding or removing access. It determines how an 

organization will manage accounts, standards in which validation occurs, and what a user, 

group, or service may access (Microsoft, 2016). 

According to Microsoft documentation- the benefits of improving the management of the 

identity lifecycle include:  

• Reduced cost and time to integrate new users  

• Maximize investments of existing on-premises identities by extending them to the 

cloud  

• Reduced time for new users to access corporate resources  

• Reduced management overhead for provisioning process  

• Improved security by ensuring access to systems can be controlled centrally  

• Consistent application of security policies  

• Reduced time to integrate acquired companies  

• Reduced business interruptions  

• Reduced exposure to outdated credentials  

• Reduced time and cost to enable applications to accessible from the internet  

• Increased capacity of IT to develop core application features  

• Increased security and auditing  

• Increased flexibility by delegating specific administration tasks  
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Under support of Azure AD Access Management features, employees are able to communicate 

and collaborate, doesn’t have relative isolation, able to exchanging with ideas and 

communicate with team members. 

Benefits which is created by Identity and Access management is: 

Improved productivity- where less time is spent on Authentication. More efficient sharing, 

collaboration – creates better teamwork. Improved relationship with partners- if partners are 

the part of AADDS. Mobile devices support- where employees are able to synchronise calendar 

apps or company address book. Overall improved agility and time management. Improved 

secure levels of access to online services and relevant regulatory requirements. 

2.2.2 Managing Single, Multi-tenancy 

Azure Active Directory is a multitenant directory service, where Enterprises are able to provide 

straightforward access for employees to a wide range of software applications either on-

premises or cloud, mobile via modern REST API. Where a tenant is a dedicated instance of 

Azure AD that organisation receives when connected to Microsoft cloud services (Microsoft, 

2017). 

A tenant houses the users in a company and the information about them - their passwords, user 

profile data, permissions, and so on. It also contains groups, applications, and other information 

pertaining to an organization and its security (Microsoft, 2015). 

A tenant is a group customers of the application, where Multitenancy is an architecture for 

access of multiple tenants to the same physical instance of the application. 

The one of the first challenges is managing user identities because now every user belongs to 

a tenant. 

• Users sign in with their organizational credentials. 

• Users should have access to their organization's data, but not data that belongs to 

other tenants. 

• An organization can sign up for the application, and then assign application roles to 

its members.  

            App instance 

Tenant 1 Tenant 2 
 

Table 1 Multitenant application 
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            Tenant 1  

         (Instance 1) 

              Tenant 2 

           (Instance 2) 

 

Table 2 Single tenant application 

In multitenant application, must be considered users in context of tenants. 

 

Figure 7 Access to application 

On Figure 7 Alice and Bob has both access to application.   

 

Figure 8 Access to application data 

However, on Figure 8 Alice should not have access to “Fabricam” data over the same 

application, only to “Contoso”. 

Authentication- user sign in with organisation credentials, where are not required to create new 

user profile. Users in the same organisation belong to the same tenant. 

Authorization- User can be assigned roles within application either “Administrator” or 

“Standard User”. Which consist of role-based authorisation (for example administrator, creator 

and reader) and resource-based authorisation that is will be affected resources (for example 

owners and contributors where only owner can delete resources).   
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Figure 9 Single and Multi tenancy 

Which way to design Windows Azure application, to be single-tenant or multi-tenant? There 

is no right or wrong answer but, in the following section, there are a number of factors that can 

influence the right choice. The factors can be considered as a future reading on order: 

• Data Architecture which consist decision based on what kind of data will be stored in 

applications.   

• Partitioning multi-tenancy in order to reduce processing time. 

• Maximising Scalability in Multi-Tenant Applications where multiple elements such as 

Web and Worker roles, storage, queues, virtual networks and CDN can be scaled 

individually.  

For security reasons, an application’s policies are describing users that is allowed and what 

they can accomplish, depending on location of user and devices from which accessing to 

application.  

2.2.3 Active Directory Federation Services 

Active Directory Federation Services (AD FS) provides this ability so that you can connect to 

applications that are on-premises or in the cloud (Platform as a Service [PaaS] or SaaS) with 

your corporate identity (McCabe, 2016). 

It is becoming more popular on cloud-based applications where federated authentication 

provides a standards-based solution. Without entering credentials for every application, but 

increasing the security by not displaying it and only available from original Identity Provider. 

The Trusted Identity Providers include corporate directories, on-premises federation services, 

other security token services (STS) provided by business partners, or social identity providers 
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that can authenticate users who have, for example, a Microsoft, Google, Yahoo!, or Facebook 

account (Microsoft, 2017). 

The practical effective scenarios for Federation Services will be: 

When is suitable to authenticate employees that are outside the corporation, but required same 

seamless access to corporate applications- Single Sign-On. 

When is needed to authenticate both business partners and employees who don’t have corporate 

accounts. By integration third-party services- Identity Federation. 

With federation sign-in, you can enable users to sign in to Azure AD-based services with their 

on-premises passwords and, while on the corporate network, without having to enter their 

passwords again. By using the federation option with AD FS, you can deploy a new installation 

of AD FS, or you can specify an existing installation in a Windows Server 2012 R2 farm 

(Microsoft, 2016). 

Figure 10 Federation 

Required reployment of at least two AD FS servers and two AD FS proxy servers to achieve 

the best availability of the AD FS service.  

In order to get a full capabilities of AD FS it is necessary to be joined to the domain or build a 

trust and then extend to Windows Azure Active Directory. 
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AD FS can be hosted on-premises, but if your application is a hybrid in which some parts are 

implemented in Azure, it may be more efficient to replicate AD FS in the cloud (Microsoft, 

2016). 

What is Active Directory Federation Services able to complete- that is to manage resources 

and accounts on the one side of the connection or perimeter network boundaries. And it is 

required to build trust with another side where applications are located or possessing. In this 

case that is going to be Relying Party trust connection, where connection will be established to 

AD FS server and to SaaS application with in between of Azure AD.  

Identity Federation is a process that enables distributed identification, authentication, and 

authorisation across organisational and platform boundaries (Microsoft, 2006).  

Figure 11 Identity AD FS 

Per documentation of Architecture of AD FS (Microsoft, 2016)- The AD FS servers provide 

federated authorization and authentication. In 
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Figure 11, they perform the following tasks: 

• Receiving security tokens containing claims made by a partner federation server on 

behalf of a partner user. AD FS verifies that the tokens are valid before passing the 

claims to the web application running in Azure to authorize requests. 

• The web application running in Azure is the relying party. The partner federation 

server must issue claims that are understood by the web application. The partner 

federation servers are referred to as account partners, because they submit access 

requests on behalf of authenticated accounts in the partner organization. The AD FS 

servers are called resource partners because they provide access to resources (the web 

application). 

• Authenticating and authorizing incoming requests from external users running a web 

browser or device that needs access to web applications, by using AD DS and the AD 

Device Registration Service. 

The AD FS servers are configured as a farm accessed through an Azure load balancer. This 

implementation improves availability and scalability. The AD FS servers are not exposed 

directly to the Internet. All Internet traffic is filtered through AD FS web application proxy 

servers and a DMZ (also referred to as a perimeter network) (Microsoft, 2016). 

Cloud Identity with directory synchronisation or Single Sign-On with directory 

synchronisation are the options at the high-level architecture of AD FS. And when a user is 

logging in internally, platform has authentication capabilities of greater degree of control of 

the end-user experience. Where for instance, providing the token to authenticate to application 
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over local AD. Where credentials will be passed though from domain join machine to 

automatically log in. In AD FS scenario, domain join machine logging into an application over 

AD FS server which gives automatic access without even providing a password or username 

at that point- SSO experience. 

As tying this altogether, AD FS is where multiple users can be tied up though as an integrated 

Azure Active Directory environment with federation management and access control over 

synchronisation within AD Connect. 

2.2.4 Multi-Factor Authentication 

The Multi-Factor Authentication (MFA) is a Windows Azure service. It helps to prevent an 

unauthorised access to on-premises and cloud applications. Enable to meet security and 

compliance needs. It works by authenticating users sign in with their mobile applications, 

automated phone call or a text message. 

Azure MFA works by injecting a second authentication challenge that the user must complete 

successfully. Azure MFA complements a password-based authentication challenge (something 

you know) with a challenge based on something you have: a phone call, text message, or mobile 

app notification. Having multiple layers of protection makes it harder for attackers to access 

and compromise the account (Collier & Shahan, 2016). 

As an example, when user has enabled authentication with a phone call and sign in with existing 

username and password. The system validates credentials and then perform Multi-Factor 

Authentication. 

The Multi-Factor Authentication service can be used to secure both cloud and on-premises 

applications. 

Two-step verification is a method of authentication that requires more than one verification 

method and adds a critical second layer of security to user sign-ins and transactions. It works 

by requiring any two or more of the following verification methods (Microsoft, 2017): 

• Something user know (typically a password) 

• Something user have (a trusted device that is not easily duplicated, like a phone) 

• Something user are (biometrics) 
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Figure 12 Multi-factor Authentication 

 At the first, user can use any device with existing credentials to access on-premises application. 

Then the Multi-Factor Authentication Server that is installed at the customer side is intercepts 

authentication requests. First it checks username and password against user directory, if the 

credentials are collect it will send a request to Multi-Factor cloud service. That service will 

send authentication request to the user’s mobile device. Once the user authenticated- then 

instantly sign in into application. 

Azure MFA is a part of Azure Active Directory and it is supporting application’s security that 

use AD as an Identity Provider.  

The security of multi-factor authentication lies in its layered approach. Compromising multiple 

authentication factors presents a significant challenge for attackers. Even if an attacker 

manages to learn the user's password, it is useless without also having possession of the trusted 

device. Should the user lose the device, the person who finds it won't be able to use it unless 

he or she also knows the user's password (Microsoft, 2017). 

Methods of Multi-Factor Authentication: 

Verification Method Description 

Phone Call A call is placed to a user’s registered phone asking them to 

verify that they are signing in by pressing the # sign or entering 

a PIN. 
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Text Message A text message will be sent to a user’s mobile phone with a six-

digit code. Enter this code in to complete the verification 

process. 

Mobile App Notification A verification request is sent to a user’s smart phone asking them 

complete the verification by selecting Verify from the mobile 

app. This will occur if you selected app notification as your 

primary verification method. If they receive this when they are 

not signing in, they can choose to report it as fraud. 

Mobile app verification 

code 

The mobile app, which is running on a user’s smart phone, 

displays a 6-digit verification code that changes every 30 

seconds. The user finds the most recent code and enters it on the 

sign-in page to complete the verification process. This will occur 

if you selected a verification code as your primary verification 

method. 

3rd party OATH tokens Azure Multi-Factor Authentication can be configured to accept 

3rd party verification methods. 

Table 3 Multi-Factor Methods 

Windows Server 2016 contains a built-in Azure MFA adapter to simplify the process of using 

Azure MFA as the primary provider for authentication. There is no longer a need to deploy an 

on-premises MFA server (McCabe, 2016). 

2.2.5 Single Sign-On  

Azure AD can be associated with an on-premises Active Directory to support Single Sign-On 

(SSO). This can be either true SSO using Active Directory Federation Services (AD FS) to 

federate the on-premises identity to Azure AD or shared sign-on, in which Azure AD Connect 

is used to sync a password hash between Active Directory and Azure AD (Collier & Shahan, 

2016). 



 

22 

 

Figure 13 Single Sign-On 

SSO means that the user can access all the applications based on cloud technology. 

Traditionally, IT Administrators needed to individually create and update user accounts in each 

cloud applications, and users had to keep passwords for all applications. 

The difference between Same Sign-On and Single Sign-On is the different abilities of sign-in 

or log-in into the platform. Where, Single Sign-On doesn’t require you to enter credentials in 

order to use different platforms or suite, once the user was signed-in previously. Same Sign-

On requires a user to enter the same password and the same username for different applications 

by using the same user ID and password, but the user would be prompted to log into the 

application each time. 

Azure Active Directory spread on-premises Active Directory on the cloud, extending users to 

use their corporation account to log into their domain-joined devices and also all cloud 

applications. 

At that point, users are not required to manage multiple credentials, where access will be 

automatically managed based on organisational group policy.  

A SSO consist of two parts: 

First is authentication that is verifies the credential of the connect attempt. And the second one 

is authorisation that verifies that the connection attempt is allowed. Where authentication arise 

after successful authentication (Bertocci, 2016). 
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According to (Collier & Shahan, 2016) Azure AD supports three options for SSO:  

Azure AD Single Sign-On- Uses the user’s account information directly from Azure AD. If 

the user is already signed into Azure AD (or Office 365), there is no need for the user to 

reauthenticate when accessing the third-party SaaS application. A limited number of 

applications in the Azure AD application gallery support federation-based SSO.  

Federated SSO is for applications that support protocols such as SAML 2.0, WS-Federation, 

or OpenID Connect, and is the richest mode of Single Sign-On. 

Password Single Sign-On- Uses the user’s account information from the third-party SaaS 

application. With this approach, the user’s account information and password is collected, 

securely stored in Azure AD, and provided to the SaaS application via a web browser extension. 

The majority of applications in the Azure AD application gallery support this form of SSO.  

These are two cases when Password SSO is used: 

Administrator manages credentials- Where administrator creates credentials for user and 

managing access to application’s policies. User doesn’t need to know credentials during 

automated SSO process. The benefits of this is a lifecycle management and access control. 

User manages credentials- Where administrator assigning an application to the user or group, 

and allows the end user to enter their own credentials straight away in order to access an 

application for the first time.  

Existing Single Sign-On- Uses an existing Active Directory Federation Services (AD FS) or 

other third-party provider for SSO.  

After a user, has passed authentication with an application, account will be compared to 

permissions and policies inside of an application. 

The ability of SSO is to sign-in into the platform once and to be able to use different 

applications without having to enter credentials again. SSO is a part of Active Directory 

Federation Services. With ADFS, SSO has abilities such as a single username and password 

for user, users are not prompted for credentials when attempting to access to services, 

administrators control the password and access policies from one point. 

By enabling SSO with Azure AD, organizations are able to provide an easy way for employees 

(or other users) to access a wide range of software as a service (SaaS) applications such as 

Office365, Salesforce.com, Dropbox, and more.  (Collier & Shahan, 2016). 
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When an administrator enables SSO in Azure AD Connect, a computer with name 

AZUREADSSOACCT is created in Active Directory and decryption key (Kerberos) is shared 

with Azure AD. And two Kerberos Service Principal Names (SPN) are created to represent the 

cloud URL for establishing authentication between the client and Azure AD (Microsoft, 2017).  

Service Principal Names are used to ensure that a client is speaking to the intended service and 

that a ticket is actually intended for a given service. In other words, they are used for any 

activity that requires establishing the identity of the service application itself (Bertocci, 2016). 

SSO is a feature that is enabled through Azure AD Connect and works with password sync or 

Pass-through authentication and your on-premises Active Directory (Microsoft, 2017). 

A lot of companies have multiple different third-party multiple SaaS applications that are 

running on different platforms in different locations. With a discovery tool, which is able to 

identify these applications, Azure AD enables application access for users at the same time 

with Single Sign-On or Same Sign-On. Where users do not need to use applications with their 

personal credentials which is not integrated into Azure AD. 

2.2.6 Conditional Access Control 

With Conditional Access Control, AAD will check conditions that was assigned by 

administrator to user to have an access to application. 

Figure 14 Conditional Access 
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Azure AD supports conditional access controls. These controls allow an organization to 

implement access policies by evaluating user attributes and other factors, including the device 

in use and its level of trust, the network location of the device, the time of day, and what data 

or application the user is accessing (Microsoft, 2015). 

In a mobile-first, cloud-first world, Azure Active Directory enables single sign-on to devices, 

apps, and services from anywhere. With the proliferation of devices (including BYOD), work 

off corporate networks, and 3rd party SaaS apps, IT professionals are faced with two opposing 

goals: 

• Empower the end users to be productive wherever and whenever. 

• Protect the corporate assets at any time. 

(Microsoft, 2017) 

Access control is based on statements: if happened this, do this. These statements are a policies 

or policy-based requirements.  

Conditional access is a capability of Azure Active Directory that enables you to enforce 

controls on the access to apps in your environment based on specific conditions (Microsoft, 

2017). 

In the context of Azure Active Directory Conditional Access: 

“When this happens”- conditional statements. 

“Then do this”- controls. 

 

Figure 15 Conditional Access 

Under conditions control policies can be requested MFA combined with ADFS, mobile devices 

access restrictions and registering domain-joined devices. Where, rules are applied to selected 

users or groups, applications that are running in managed environment and how access can be 

performed. User can be tracked under location conditions or characterised by the operating 

system that is running on the device. Another multiples criteria’s can be combined to allow or 

block access to applications.  
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It is all depends on the risks that are exists with access to applications by users or group of 

users. Especially, when carefully choosing trusted IPs. 

Trusted IPs is a feature of multi-factor authentication that enables you to define trusted IP 

address ranges representing your organization's local intranet (Microsoft, 2017). 

By assigning Trusted IPs addressed or the range of addresses, (Global or Security) 

administrator restricting access of user to “sign in” into application which is not in the list. 

Also, can be created additional policies which are rely on the location’s risk- such as a MFA 

or maybe required to change password on the spot.  

 

 

Figure 16 Risk Sign In 

A sign-in risk policy is a conditional access policy that evaluates the risk to a specific sign-in 

and applies mitigations based on predefined conditions and rules (Microsoft, 2017). 

Administrator can either include all locations or all trusted IPs and can exclude all trusted IPs 

(Microsoft, 2017).  

Trusted IPs should be public IPs and they should be static to keep them in database of policies. 

Most of them can be considered as an intranet and managed by corporate servers. 

2.2.7 Role Based Access Control and Attribute Based Access Control 

Each Azure subscription is associated with one Azure Active Directory (AD) directory. Users, 

groups, and applications from that directory can manage resources in the Azure subscription. 

Assign these access rights using the Azure portal, Azure command-line tools, and Azure 

Management APIs (Microsoft, 2017). 
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The Administrators of Active Directory should only be giving employees the exact permissions 

to complete their tasks. To have a right balance between too much and too few permissions can 

affect employee’s tasks. Azure Role-Based Access Control (RBAC) will manage the 

permissions ones these access rights are correctly assigned.  

RBAC has five elements: users, roles, permissions, operations, and objects that facilitate the 

administration of access to data resource objects (Microsoft, 2016). 

A role assigned at a parent scope also grants access to the children contained within it 

(Microsoft, 2017).  

Figure 17 RBAC Hierarchy 

The RBAC role that was assigned will be controlling within the subscription- users, an 

applications and group due to a nature of hierarchy.  

Azure RBAC has three basic roles that apply to all resource types: 

Owner has full access to all resources including the right to delegate access to others. 

Contributor can create and manage all types of Azure resources but can’t grant access to 

others.  
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Reader can view existing Azure resources (Microsoft, 2017). 

If Reader was assigned to the group- Reader can view all resources in particular group. Where 

Contributor has can manage resources inside that group only. 

Access assigned with RBAC is fine-grained because there are two ways you can restrict the 

permissions: 

Scope: RBAC role assignments are scoped to a specific subscription, resource group, or 

resource. A user given access to a single resource cannot access any other resources in the 

same subscription.  

Role: Within the scope of the assignment, access is narrowed even further by assigning a 

role. Roles can be high-level, like owner, or specific, like virtual machine reader (Microsoft, 

2017). 

As an option the access control policies can be customised and shaped the way is required in 

the organisation. RBAC will allow to simplify administration management within complexity 

of corporate environment where security has to be at a high level. 

 RBAC is more related to security management but at the same time is a part of Identity and 

Access Management. Consequently, an implementation of RBAC is required skills and 

knowledge to deal with multiple access levels, which failure of can lead to security issues. 

RBAC is reliable because is centric and focuses on the role of user or user group. RBAC is 

controlling role-based systems but not able to do anything about identities of these roles. The 

rights are assigned to the roles instead of users. From this point roles can be assigned to users 

and managed manually. 

Granular access to resources: You can assign roles to users and groups for a particular 

subscription, resource group, or an individual Azure resource such as a website or database. In 

this way, you can ensure that users have access to all the resources they need and no access to 

resources that they do not need to manage (Microsoft, 2017).  

 Alternative, with a greater flexibility could be ABAC or Attribute Based Access Control where 

dynamically can be provided access based on user’s attributes, job title, location or combination 

of other attributes or even time can be assigned like an office hours within locations. Ones, 

dynamic membership is enabled - rules will define the access as a policy to a user.  
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 If a user satisfies a rule on a group, they are added as a member to that group. If they no longer 

satisfy the rule of a group they are a member of, they are removed as a member from that group 

(Microsoft, 2017).  

RBAC has a static functionality and has to be managed manually where ABAC is more 

automated and has more characteristics for handling authorisation.  

An example of ABAC would be allowing only users who are type=employees and have 

department = HR to access the HR/Payroll system and only during business hours within the 

same time zone as the company. ABAC is not only the most flexible and powerful of the four 

access control models, but is also the most complex. In fact, technically ABAC is capable of 

enforcing DAC, MAC, and RBAC (Carter, 2017). 

ABAC more look like is based on characteristics about the subject that is making the request 

for a data or some sort of files where attributes will be compared by system. So, the policies 

are established at the very fine grain.  

The ability to centrally establish and audit access policies across applications, projects and 

users is core to an ABAC system (NCCoE, 2016). 
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3 Scenarios 

3.1.1 Implementation of Single Sign-On 

The implementation of Single Sign-On into the application or adding the application under 

Single Sign-On required multiple steps and understanding features which is provides Azure 

AD Services. Single Sign-On can be implemented under Azure Portal where all services are 

managed. Azure Portal is online interface with abilities of creating, deprovisioning, managing 

and monitoring services, application, users, groups and resources. All these components are 

identifying themselves under domains. Domains themselves are logical grouping objects under 

management of Active Directory which consist users, groups, virtual machines and so on. 

 

Screenshot 1 Azure Portal with Active Directory 

Domains can be linked, assigned or created under Azure Portal. The entire domain can be 

configured where the policies can be managed at the group level or user level. Each domain 

has at least one administrator account which has total control over all the objects policies. To 

have full experience of SSO or MFA, its necessary to use at least AD Connect on local server 

(ADFS implementation) or local computer for synchronisation of the services. However, SSO 

can be assign through Azure Active Directory and fully managed on the cloud. There is a 

different kind of SSOs such as a hybrid environment SSOs between on premises resources and 

Azure AD. SSOs where user is leveraging existing credentials. In both ways, SSO is where 

user login-in ones and managing multiple resources under the same credentials or under the 

single sign-in.  

Azure Active Directory can be assigned to MS Office 365 or to another application which is 

listed on Azure Portal under “add enterprise application”. AAD is already predefined in MS 

Office 365. So, by creating subscription, user will automatically will get pre-defined AAD 

Directory which can be added to Azure Portal. 
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Screenshot 2 Adding domain 

 At the “Admin Portal” user with administrator rights can navigate to the bottom of Admin 

centre and click on Azure AD which will automatically will opens Azure Portal where at 

“domain names” will be assigned domain from MS Office 365. Please note this option is 

available only with full subscription of Azure. That just proofs that MS Office 365 and Azure 

subscription are linked by default. Same information will be stored in the same repository or 

in same directory. And creating domains in the one or in the other will result same solution. 

 

Screenshot 3 Domain at Azure AD 

As a Global Administrator, user able to create and assign other accounts. 

 

Screenshot 4 New User 
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While user is created, the next step will be to add role and access privileges to currently listed 

user account. Where account can be identified as an administrational or as a user with a 

minimum privilege.  

 

Screenshot 5 Role Assignment 

The one or more users can act as a “customised administrators” with a flexible access 

permissions. 
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Screenshot 6 Customised Admin Role 

These users which were created within MS Office 365 can be managed over Azure platform, 

under Active Directory- Directory Services. 

 

Screenshot 7 Created Users O365 

With users created under MS Office 365, Global Administrator can be managed or modify this 

tenant in Azure Portal as soon as domain were added to Azure Active Directory Portal and 

synchronised. 
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Screenshot 8 Unmanaged users of O365 in AADDS 

Under Azure Active Directory- Directory Service, Global Administrator will create a group for 

users whatever they belong to. For example, “Finance”. 
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Screenshot 9 Creating a group 

User can be transferred, assigned or created inside “Finance” group. Therefore, these users are 

members of “Finance” and required the licences for applications. 
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Screenshot 10 Users as members of the group 
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Screenshot 11 Transferred users to "Finance" 

Since, users are an units- they required licences as a part of the business procedures. In this 

case, will be MS Office 365 licence. This is required for accessing to premium features like 

SSO, B2B Collaboration, reports, conditional access and Identity Protection. 

 

Screenshot 12 Assigning user to the product 

 

Enable Self-Service Access Management: assign Azure RBAC access to groups in combination 

with self-service group management in Azure AD Premium P1. This allows delegated admins 

to manage access to only specific type of Azure resources and within only specific resource 
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groups. It also enables other users in your organization to request access to those resources 

(Microsoft, 2017). 

 

Screenshot 13AD Premium 

The next step is to add an application for Single Sign On. There are many applications which 

is available under “Enterprise Application”. 
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Screenshot 14 Enterprise Applications 

As well an application can be created as long is using API required to be access by Azure. 

After that, users need to assigned to current application from available user list in Active 

Directory. 
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Screenshot 15 Assignment users to Evernote 

Choosing the method of SSO provided by application. Notice that different applications have 

different amount of SSO to choose. Hoverer, every application must have at least one type of 

Single Sign-On Mode. As soon as application has been added, Single Sign-On can be 

configured as a next step. Password-based Sign-On where user allowed to enter their 

credentials or Linked Sign-On where federated solution is implemented. 

 

Screenshot 16 SSO Mode 

 

 Application can be “pin it” to the user’s Microsoft App Access Panel, from where user will 

access to assigned applications. Currently implementation of Evernote and it has three SSO 

modes. And there is special link used to navigated user to their application’s account. This link 

has federated abilities and when user accessing by this link, the application interface will be 
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slightly different to home page www.evernote.com while other application may use only 

authentication. Its depend that applications are configured for federation or not. 

 

Screenshot 17 User access URL 

Not many applications will extend synchronisation of SSO experience by default. In Evernote, 

account should be created in advance and then linked over extension of Azure AD. In other 

words, a link relationship between an Azure AD user and the related user in Evernote needs to 

be established. Ones its done- Sign Sign-On will work and not going to disturb again with 

password prompts. 

http://www.evernote.com/
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Screenshot 18 SSO Experience 

The difference between federated applications and cloud based accounts like it was 

demonstrated with Evernote, that these applications will allowed to provision user account as 

a solution. Where accounts not required to be created in advance and it will save time and 

reduce number of steps. For example, Salesforce will allow to create automatically users 

accounts in Salesforce for the users in Azure Active Directory as the access to Salesforce 

resources. To do that Global Administrator is required to have Salesforce corporate account to 

automatically provision users accounts. 

Monitoring of the steps which were taken will be provided under section Audit logs of Evernote 

application. 

 

Screenshot 19 Audit logs 
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User has been successfully authenticated in Evernote application like is shown on Screenshot 

20 Sign ins 

 

Screenshot 20 Sign ins 

As a part of SSO integration, the browser need to support Access Panel extension to support 

SSO and make sure its installed and enabled. 

 

Screenshot 21 Access Panel extension 

Implementing SSO in application through Azure AD can sometimes have a few problems. In 

some cases, from my experience will be configuration or integration doesn’t necessarily work 

as its meant to work. Or some settings are configured not correctly or not specified at all. It 

will be much easier to implement SSO if Azure federated and not federated serviced will had 

same abilities and same procedures of integration in Azure AD.  

3.1.2 Conditional Access Control  

Azure AD Premium Conditional Access is one of the key features to protect identities in the 

cloud or hybrid environment. Where conditional access allows to look at certain conditions like 

time, locations, device and platform to provide authorisation. And possibly to use conditions 

as a combination or just one of them and ultimately control the cloud applications access.   
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As a Global Administrator, I’m going to provide admin experience of how conditional access 

can be enabled for applications. Where natively, administrators want to protect data and enable 

conditional access for cloud applications.  

 

Screenshot 22 Creating Conditional policy 

There are main conditional access features that are called Multi-Factor Authentication, 

Location-based access rules and Device-based access rules. Under Location-based access rules, 

allows an administrator to prevent a user from login when they are off the corporate network 

or allow to access within trusted IP public point connections, additionally requiring MFA 

prompt from a user. 

 

Screenshot 23 Select user 
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One of the first steps is to identify which applications are required to be accompanied with 

conditional access. Followed by location from where and what kind of device this application 

will be accessed.  

 

Screenshot 24 Conditions 

Conditions will be enabled, configured, saved and possibly attached to another application in 

the future. The same conditions can be applied to multiple groups of users and not required to 

be recreated.  

 

Screenshot 25 Location access, trusted IPs 

By choosing location-based access, I can effectively block a user from access of application if 

user is not on the corporate network and IP address that is not listed as a trusted IP. However, 
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by adding desired static user’s public IP to the list of trusted IPs, I will allow that user to access 

an application from other locations like home. User must assign static IP address, so IP address 

is not going to change over the time. If this is not possible, administrator can tick “All 

Locations” but adding MFA to identify user. Using “named locations” within conditional 

access is very like trusted IPs in conditional access policies. The major difference is the location 

of the configuration. 

 

Screenshot 26 MFA with trusted IPs 
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Screenshot 27 Configuring MFA  

MFA is enabled under certain users where user on next login will be prompt to enter the code 

or take a call from automated system. 

 

Screenshot 28 Enabled MFA 
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As was defined to enter verification code which is was sent to user’s mobile device. At this 

step is only required user’s mobile phone number which is belong to user’s profile in Azure or 

where originally profile was created. In my case user was created in MS Office 365 Enterprise. 

 

 

 

Screenshot 29 MFA prompt 

Only certain devices with certain OS can be allowed and can access the cloud applications or 

on premises applications that can authenticate through AAD. This can be domain join or 

manageable devices or combination of both. If one of these conditions will be not met, device 

will not qualify and Condition Access effectively blocking it. Also, personal devices attached 

to the user’s profile and configured to perform these tasks. 
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Screenshot 30 Configuring device platforms 

Limiting platforms will add an extra security layer to conditional access policy and protect 

applications and users. But adding such a restriction as a “Platform” can really create some 

problems for non-pre-planned access to application. And it is a challenge for administrators 

and for help desk support. 
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Screenshot 31 MFA Grant 

The user will be required to complete additional security checks such as a phone call or text 

message.  

Users which were migrated from MS Office 365 must be configured for MFA under MS Office 

365 Admin portal. MFA Grant in Azure AD should be enabled to apply conditional access 

policy for applications. 

Mobile devices can be managed separately by Intune. The device must be compliant in 

Microsoft Intune which is responsible for mobile devices management under AAD. If device 

is non-compliant, user will be prompted to bring the device under compliance. Unless platform 

can be specified like Android, Windows, IOS and then any device can be used for access to 

cloud application. 
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Screenshot 32 Platform Condition 

 

 

 

Screenshot 33Azure App Access Panel 

From this point the access will be allowed only for certain platforms even when user is under 

Azure App Access Panel. Where assigned to user application is in the list. 
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Screenshot 34 Restriction applied  

 

Restrictions work for Evernote application which was accessed by user from Azure Portal 

account. To activate these restrictions will take approximately 5 minutes. And when restrictions 

are taking place it is not always clear for the end-user that there is conditional access policy is 

on and the access is blocked. Looks more like some sort of a network issues. The id code of 

the error needs to be clarified. With more integration by using Evernote Business, user 

experience can be improved.  

3.1.3 What are the alternatives to Azure AD IAM? 

What kind of alternative is existing to compare or substitute Azure AD services. At first, from 

enterprise point of view is required to identify who is mature enough to provide at least similar 

experience or even better. Currently, one of the biggest players will be Amazon Web Services 

with service called Amazon Identity and Access Management. 

Amazon Identity and Access Management allows to manage computing power, storage, 

database and application services. Based on management of users, groups and permissions in 

AWS environment. Sound familiar to Azure AD Identity and Access Management. 

 AWS Identity and Access Management (IAM) is a web service that helps you securely control 

access to AWS resources for your users. You use IAM to control who can use your AWS 
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resources (authentication) and what resources they can use and in what ways (authorization) 

(Amazon, 2017). 

I would compare services under both service providers from zoomed view. Where will be much 

easier to analyse service features and their abilities.  

AWS Azure 

Shared access to your AWS account Organisational Units 

The feature that is enable users to have a privileged access to account and resource 

management.  

AWS Azure 

Granular permissions Access Control 

The feature that provides control for access based on attributes and conditions. To grant 

different permissions to different people for resources. 

AWS Azure 

MFA MFA 

Multi factor authentication will enforce users to provide not only a password or access key, but 

also additional proof of identity from another device. 

AWS Azure 

Identity federation AD FS 

 Provides synchronisation between on premises and cloud based accounts. In order to user same 

profile with same credentials. 

AWS Azure 

Cloud Trail, Cloud Watch, Access Logs Azure Monitor, AD Health, Log Analytics 

Monitoring integrated tools to provide information based on activities. The metrics from 

applications and user’s activities for further analysis and to make decisions based on those 

outputs. 

AWS Azure 

SSO SSO 

Single sign-on only works when used on a computer that is joined to the AWS Directory 

Service directory. It cannot be used on computers that are not joined to the directory (Amazon 

Web Services, 2017). 
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However, it’s not the case for Azure where SSO can be configured over Azure Portal and some 

settings configurations which are applied to web based application. The most of the web based 

applications are preconfigured for Azure SSO.  

Referring to AWS manuals for implementation of SSO, the administrator is required AWS 

Directory Services get involved. Where AD Connector will be synchronised with an existing 

MS Active Directory running within organisation and will go through the complex of 

configurations. 

AWS Directory consist directory services which referring to MS Active Directory to assist with 

integration of AWS applications and other client’s needs. AWS has Amazon Cloud Directory 

to help developers to manage objects as needed for applications.  

Cloud Directory is not a directory service for IT Administrators who want to manage or migrate 

their directory infrastructure (AWS, 2017). 

For the small number of users AWS has Simple AD to manage users, groups and computers. 

Simple AD does not support features such as trust relationships with other domains, Active 

Directory Administrative Center, PowerShell support, Active Directory recycle bin, group 

managed service accounts, and schema extensions for POSIX and Microsoft applications 

(AWS, 2017). 

AWS is great for a number of users, however not as a standalone solution to replace MS AD 

which providing strong support for enterprise’s identity management. 

And the big plus for Azure is clearly where Microsoft already has a strong footing within an 

organisation. Azure tights well with key Microsoft on premise systems such as Windows 

Server and legacy applications. In addition, while both AWS and Azure have PaaS capabilities, 

this is a strength of Microsoft’s. 
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4 Recommendations and conclusions 

The Cloud is a very generic term right now and referencing to anything that is connected to 

internet and anything that connected to infrastructure or service available outside promises. 

Microsoft has focused on Identity and Access Management to help accomplish a number of 

objectives for organisations. Windows Azure AD is the way to reduce an existing investment 

in a local Active Directory and more efficiently provide SSO to cloud and on-premises 

applications. I believe that Microsoft Azure is more focus on business customers rather than 

individuals like AWS. Where Azure can deliver robust model of identity management and 

satisfying user experience. Azure AD compound the most of the features which business clients 

are looking for in infrastructure providers. Azure provide solutions at the enterprise level with 

huge number of tools that has high performance. The most interesting is that integration is 

involved all kind of different services and product from third parties and other Microsoft 

products. Able to deliver synchronisation between various products and have a common 

identity for accessing either cloud applications or on premises based applications. Where 

management of assets has positive impact on productivity and control. The obvious choice for 

big enterprises for a multiple reasons like previous experience with Microsoft in terms of 

partnership where probably is “Silver” or “Gold”. Based on partnership customers are entitle 

to get discounts or other benefits when deploying new solutions. It’s really hard to consider 

AWS when company is tied up by licences and SLAs to Microsoft. 

I believe this project has a great points that describing key components of whole picture of 

Azure Active Directory       

4.1 Future Work and Research 

The following can be considered as potential research works that can extend this research: 

• Detailed analysis of the cost aspects (both OPEX and CAPEX) and comparison of the 

cloud offering and existing technologies for SMEs. 

• Investigation and evaluation of other cloud services that has not been considered in 

this study. 

• Detailed investigation, to find out, to what extend the current cloud offerings are 

exposed to security threats when comparing against conventional technologies. 

• Authentication in Azure Active Directory 

• Risk Assessment in identity management. 
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